Information Security Policy
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1. INTRODUCTION
1.1

Information about our members and work related to the aims of the charity is an important asset to
the Society for Back Pain Research (SBPR) and as such we must ensure that this information is
kept safe and used appropriately. We have therefore developed this Information Security Policy
that complies with relevant legislative requirements to assure our stakeholders that data held and
processed by the SBPR is treated with the highest respect and appropriate standards to keep it
safe and secure.

1.2

All those working on behalf of SBPR are required to comply with this policy to ensure that the risk of
losing data, leaking data and breaching data protection legislation is avoided.

2. SCOPE OF POLICY
2.1

This policy is applicable to, and will be communicated to, all members of the SBPR Executive
Committee, other authorised users of the SBPR and third parties who interact with information held
by the SBPR and the information systems used to store and process it.

2.2

This policy shall apply to:
a) All information systems (including such as computer equipment, mobile devices, network
equipment and telecommunications equipment) owned or operated by SBPR and used to store
information.
b) All software installed on applicable information systems by the SBPR.
c) All information stored in the SBPR’s information systems.

2.3

Information security shall include protection of the following:
a) Confidentiality: Ensuring that information and systems are accessible only to authorised users.
b) Integrity: Safeguarding the accuracy and completeness of information and processing methods.
c) Availability: Ensuring that authorised users have access to information and systems when
required.

3. POLICY OBJECTIVES
3.1

The objectives of this policy are to:
a) Provide a framework for establishing suitable levels of information security for all SBPR
information systems (including but not limited to all computers, storage, mobile devices,
networking equipment, software and data) and to mitigate the risks associated with the theft,
loss, misuse, damage or abuse of these systems.
b) Ensure that all users are aware of and comply with all current and relevant UK and EU
legislation related to Information Security.
c) Provide the principles by which a safe and secure information systems working environment
can be established for staff, students and other authorised users.
d) Ensure that all users understand their own responsibilities for protecting the confidentiality and
integrity of the data that they handle.
e) Safeguard the SBPR from liability or damage through loss or breach of data.
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f)

Maintain research data and other confidential information provided by suppliers at a level of
security commensurate with its classification, including upholding any legal and contractual
requirements around information security.

4. THE SBPR’S APPROACH TO INFORMATION SECURITY
4.1

The SBPR will use all reasonable, appropriate, practical, and cost-effective measures to protect its
information systems and achieve its security objectives.

5. INFORMATION SECURITY RESPONSIBILITIES
5.1

All users of SBPR information systems are responsible for protecting information assets (see
Appendix A: SBPR Information Security Checklist and infographic).

5.2

Users must at all times act in a responsible, professional, ethical and security conscious way,
maintaining an awareness of and conformance with the security policy.

5.3

The SBPR’s Executive Committee is responsible and accountable for ensuring that the objectives
of this policy are met.

5.4

Users should report any breach in information security or suspected breach to Deb McStrafick, the
Data Protection Officer (contact@sbpr.info) and Secretary of the Society in accordance with the
Data Security Breach Management Policy.

6. POLICY AWARENESS
6.1

The Society Secretary and Executive Assistant will publicise this policy and any associated
standards and guidelines to all SBPR executive committee members.

7. MONITORING OF INFORMATION SYSTEMS
7.1

The Executive Assistant will monitor SBPR’s website, and emails with members and others
associated with the work of SBPR to detect unauthorised activity, identify potential weaknesses and
pro-actively prevent security incidents (such as phishing emails or website problems).

7.2

This policy and compliance with it applies to all Executive Committee Members users and those
who use the SBPR’s information systems.

8. INFORMATION SECURITY PRINCIPLES
8.1

The following Information Security Principles govern the security and management of information at
the SBPR:
a) Information should be classified according to an appropriate level of confidentiality, integrity and
availability in line with our Information Asset Classification System and in accordance with
relevant legislation.
b) Those working on behalf of SBPR and involved in information management (see Information
Security Responsibilities) must:
a. Handle that information in accordance with its classification level.
b. Comply with any policies, procedures or systems for meeting those responsibilities.
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c) Information should be both secure and available to those with a legitimate need for access in
accordance with its classification level.
d) Information will be protected against unauthorised access and processing in accordance with
its classification level.
e) All data breaches must be reported in line with the Data Security Breach Management Policy.
f)

Information security and related policies shall be reviewed biannually by the Executive
Committee.

9. INFORMATION ASSET CLASSIFICATION SYSTEM
9.1

Table 1 defines the information classification system used by the SBPR to classify the security level
of information the SBPR processes. This system aligns with the above Information Security
Principles, incorporates the definitions of Personal Data and Special Categories of Personal Data
as defined by the EU General Data Protection Regulation (GDPR) and aligns with our Information
Asset Register.

9.2

If an information asset includes information from different categories, it should be classified as the
most sensitive category.

TABLE 1: THE INFORMATION ASSET CLASSIFICATION SYSTEM
Security Level

Definition

Examples that
Exhaustive)

Highly
Restricted

The information is of significant value.

1.

The information is defined under the Data
Protection Act 1998 (DPA) as “Sensitive Data”.
The information is defined under the GDPR as
“Special Category Data”.
Access to the information is restricted to only
those who “need to know”.
Unauthorised disclosure
could result in:
•

•
•

or

dissemination

Severe financial damage, including fines
of up to €20m or 4% of our global annual
turnover of the previous financial year.
Severe reputational damage.
The revocation of contracts with third
parties and the failure to win future
contracts / research bids.

If this classification of data is held on mobile
devices such as laptops, tablets or phones, or
in transit, the file / folder must be password
protected and the device should have
encryption turned on (AES 256-bit encryption
at the device, drive or file level).

•
•
•

SBPR

may

hold

(Not

DPA “Sensitive Data” & GDPR “Special
Category Data” include data relating to a
living individual’s (SBPR does not currently
collect these data but may in the future
consider
exploring
the
diversity
and
characteristics of its membership):
Race or ethnic origin.
Physical or mental health or condition.
Sexual life or sexual orientation.

2.

Salary information.

3.

Bank details of an individual.

4.

Draft and final reports of a financially /
controversially sensitive nature.

5.

Passwords.

6.

Large aggregates of personal data (e.g. held
on membership databases).

Must be disposed of by shredding.
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Restricted

The information is of especial value.

1.

DPA & GDPR “Personal Data” include data
relating to a living individual’s:

•
•
•
•
•
•
•

Name.
Identification number.
Address.
Phone number.
Email address.
Photographs.
Other personal identifiers such as locations
data or online identifier.

2.

Confidential meeting minutes.

3.

Draft reports or meeting minutes.

4.

Draft policy, regulation or course documents.

The information can be disclosed or
disseminated to members of the SBPR,
including SBPR partners, as appropriate by
information owners without any restrictions on
content or time of publication.

1.

Internal correspondence (that is not relating to
Restricted or Highly Restricted matters).

2.

Final reports / meeting minutes

3.

Committee papers.

Must be disposed of by confidential waste.

4.

Final policy and procedure documents.

5.

Presentation materials owned by others

The information can be disclosed or
disseminated to the public without any
restrictions on content or time of publication.

1.

Annual Reports & Financial Statements.

2.

Course information.

Disclosure or dissemination of the information
must not violate any relevant laws or
regulations, such as privacy rules.

3.

Publicity information.

4.

Information published on the SBPR website.

Access to the information is restricted to a
small group of staff.
Unauthorised access to the information is
prevented by password / login.
The information is defined under the Data
Protection Act 1998 as “Personal Data”.
The information is defined under the GDPR as
“Personal Data”.
Disclosure or dissemination of this information
is not intended, and may incur some negative
publicity, but is unlikely to cause severe
financial or reputational damage to the SBPR.
If this classification of data is held on mobile
devices such as laptops, tablets or phones, or
in transit, the file / folder must be password
protected and the device must be password
protected and the device should have
encryption turned on (AES 256-bit encryption
at the device, drive or file level).
Must be disposed of by shredding.
Internal Use

Public

Modification must be restricted to individuals
who have been explicitly approved by
information owners to modify that information,
and who have successfully authenticated
themselves to the appropriate computer
system.
May be disposed of by normal waste /
recycling.

DATA BACKUP
9.3

To minimise the risk of losing data in the event of a systems failure the SBPR Executive Assistant
regularly backs up data via Icloud.

9.4

Members of the Executive should also ensure that SBPR related information is backed up securely.
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APPENDIX A: SBPR INFORMATION SECURITY CHECKLIST
ü

Key Point
I ensure that I use the Bcc function to send emails to multiple people if their consent has not been obtained
for their email address to be shared with others or shared other than for the purpose described in the SBPR’s
Privacy Notices, i.e. to individuals with an external or personal email address.
I keep my passwords secure.
I change my passwords on a regular basis and they are a combination of numbers, letters and symbols.
I never share my passwords or write them down on paper.
I ensure that when my computer is not in use, it is electronically locked.
I understand that leaving my computer open and unattended is presenting itself for a potential data breach to
occur.
I log off from my computer at the end of my working day.
I shred any personal data that is no longer in use.
I am vigilant when opening emails from unknown senders or visiting unknown websites, as not doing this can
cause the introduction of viruses and other potential harmful malware into the SBPR.
I will not send, forward or otherwise distribute spam or chain letters.
I understand that I may only use cloud based storage providers that have been endorsed by the SBPR as to
do so otherwise presents a real risk to information security since there is no way the confidentiality, integrity
and availability of the information can be assured.
If I discover a potential, suspected or confirmed information security data breach I will report it immediately to
the Data Protection Officer and the Secretary of the SBPR (contact@sbpr.info).
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APPENDIX A: THIRD PARTY SERVICES PROVIDED OR ENDORSED BY THE SBPR
Third Party Service

Acceptable Use of Service

Adequacy Check

UKSSB

For processing of data – sending of
emails to members and interested
parties with respect to activities of the
Society

GDPR compliant

Local conference
organiser

Local arrangements
society meetings

Awareness of SBPR policy

associated

with
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